LOUD computing is the future but it will not be if users' security concerns remain unaddressed. Cloud security issues include data privacy, data integrity, and service availability, among others. Due to the extra computing involved, security controls often incur a certain amount of performance degradation in cloud computing where performance is crucial and its computation and communication complexities are already high. This poses challenges to system developers with regards to preventing privacy leaks, performing data auditing, and guaranteeing high availability in the face of various security attacks. On the other hand, should the task of addressing these security issues be solely placed on the shoulders of the cloud service providers, or indeed should both the service providers and the service users be responsible for this task?
Outsourcing. We now summarize these papers in the order of the listed topics above.
In the paper "Multi-Aspect, Robust, and Memory Exclusive Guest OS Fingerprinting," Z. Lin et al. propose a multiaspect and memory exclusive approach for precise and robust guest operating system fingerprinting in cloud. Their implemented prototype system was evaluated and experimental results with 27 OS kernels show that code signature of their design can precisely fingerprint all known OSs in a fast fashion.
In the paper "Preventing Cache-Based Side-Channel Attacks in a Cloud Environment," M. Godfrey et al. investigate the usage of central processing unit (CPU)-cache based side-channels in the cloud and how they compare to traditional side-channel attacks. The authors show that new techniques are necessary to mitigate these sorts of attacks in a cloud environment, and specify the requirements for such solutions. They also design and implement two new cachebased side-channel mitigation techniques. They implement their proposed techniques, and test them against traditional cloud technology, and show that the two techniques are able to prevent cache-based side-channels in a cloud environment without interfering with the cloud model.
In the paper "Efficient Attribute-Based Signatures for Non-Monotone Predicates in the Standard Model," K. Takashima et al. present a fully secure attribute-based signature (ABS) scheme in the standard model. The proposed ABS scheme is the first to support general non-monotone predicates, which can be expressed using NOT gates as well as AND, OR, and Threshold gates, while the existing ABS schemes only support monotone predicates.
In the paper "Fuzzy Authorization for Cloud Storage," S. Zhu et al. propose a new authorization scheme, called fuzzy authorization, to facilitate an application registered with one cloud party to access data residing in another cloud party. Their scheme enables the fuzziness of authorization to enhance the scalability and flexibility of file sharing by taking advantage of the one-to-one correspondence between the Linear Secret-Sharing Scheme (LSSS) and generalized Reed Solomon (GRS) code.
In the paper "Byzantine-Resilient Secure SoftwareDefined Networks with Multiple Controllers in Cloud," S. Guo et al. present a secure software-defined network (SDN) structure for the cloud system, in which each device is managed by multiple controllers, instead of using only a single one as in a traditional manner. The proposed structure can resist Byzantine attacks on controllers and the communication links between controllers and SDN switches. The authors also study a controller minimization problem with security requirement and propose a cost-efficient controller assignment algorithm with a constant approximation ratio. In the paper "A secure data self-destructing scheme in cloud computing," J. Xiong et al. combine an identity-based timed-release encryption (ITE) algorithm with the distributed hash table (DHT) network to improve the so called secure self-destructing data (SSDD) scheme, and propose a secure data self-destructing scheme with ITE (DSITE) in cloud computing, which can cope with some important security problems in data privacy. Security analysis shows that their proposed DSITE scheme is able to satisfy the security requirements and resist against both the traditional attacks from the cloud servers and the Sybil attacks from the DHT network. The results of performance measurement show that the increment of total computation overheads of the proposed scheme is smaller and acceptable.
In the paper "A Dynamic Secure Group Sharing Framework in Public Cloud Computing," K. Xue et al. propose a novel secure group sharing framework for the public cloud, which can effectively take advantage of the cloud servers' assistance without having sensitive data being exposed to attackers and the cloud provider. The framework combines proxy signature, enhanced tree-based group Diffie-Hellman (TGDH), and proxy re-encryption such that the management privilege can be granted to some specific group members based on proxy signature scheme, all the sharing files are securely stored in cloud servers, and all the session key are protected in the digital envelopes.
In the paper "Secure, Efficient and Fine-grained Data Access Control Mechanism for P2P Storage Cloud," R. Li et al. propose a secure, efficient and fine-grained data access control mechanism for P2P storage Cloud based on their own design of a ciphertext-policy attribute-based encryption scheme and a proxy re-encryption scheme. It is shown that their mechanism is provably secure under the standard security model and can resist collusion attacks and protect user access privilege information effectively.
In the paper "Scalable architecture for multi-user encrypted SQL operations on cloud database services," L. Ferretti et al. propose a novel architecture, named MuteDB, for cloud database services that guarantees for the first time data confidentiality through SQL-aware encryption algorithms and data isolation through access control enforcement based on encryption and key derivation techniques.
In the paper "Highly Efficient Linear Regression Outsourcing to a Cloud," F. Chen et al., propose two protocols that enable secure and efficient outsourcing of linear regression problems to the cloud. The two protocols have been designed in such a way that one is more secure while the other is more efficient so that the applications can choose either one based on their own needs.
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